IT666 – Password Audit Lab
Objectives
This lab uses virtual environment to complete a scenario maintained by NICE.  https://portal.nice-challenge.com/player
 This lab will be completed in class.
Tasks
1. Account setup
2. Audit of weak AD passwords.
3. Audit of weak web site password.
4. Solution write-up (100% of grade)
Task 1: Account Setup (To be completed PRIOR to class) 
You will receive an email invite like the one below with a one-time password.  Login to the provided account.
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Task 1.1: Deploy scenario (During the day before the start of class).  
At the very beginning of class, complete the following steps:
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The deploy process will take a few minutes while the virtual environment is created.  The deployment is complete when the begin challenge button appears.
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Prior to class familiarize yourself with the challenge, meeting notes and network map.  The remaining tasks will be completed in class.
Tips/Questions:  Does the network map represent a typical small business deployment?  Did the meeting notes give you enough information to understand the scenario? What level of confidence do you have about completing the scenario without further instruction?
Review the Documentation and Network Map so you are properly oriented:  
1) What is your username/password?
2) Given your role should the creds work on every machine?
3) What system is "your desktop"?
4) How should you be accessing other systems?
5) How can you transfer files between system?
6) Where are employee accounts maintained? IP address?
7) What system do customers use?  IP address?
8) Where would customer username/passwords be stored?  IP address?
Task 2: Identify weak AD passwords 
Actions:  
1) Where are user accounts maintained?
2) How many users are there?
3) How do you retrieve the password hashes?
4) What tool(s) are needed to check the password hashes against a wordlist?
5) How do you force a password reset for the users that need it?

Task 3: Identify weak website passwords 
Actions:  
1) Where are user accounts maintained?
2) How many users are there?
3) How do you retrieve the password hashes?
4) What tool(s) are needed to check the password hashes against a wordlist?
5) How you force a password reset for the users that need it?

Task 4: Submit challenge attempt (100 points)
[image: ]
In the documentation section briefly describe the steps you used to complete tasks 2 & 3.  A single paragraph for each is fine, include approaches that failed for you.
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Shawn O'Keefe @skeefe.
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minutes to deploy. If the challenge is deployed, click“Begin Challenge" below!
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Sat 9/28/2019 6:09 AM N

Kenneth M Graf v

Hi Ken Graf,

An account has been created for you on the NICE Challenge Webportal.
Please visit the Webportal at https://urldefense. proofpoint.com/v2/url?u=https-

3A_portalnice-
2Dchallenge.com&:d=DwICaQBic=c6MrceVCYSmSA KAUkrdoARr=rEEkragOHI
H7F3RWTONLKXWGJs-G1Th9wkd6djiVeQ&m=6GS|YelzkmK-8h66cONL-

Tdikt8vblUmlk03yAz g&s=iePdIQiyHDCet9EIAsbhvpMOQZNGIHHEOAFWLYph
oDl&
Your username is: unh-kmh722

Your one-time password is: <grEg)Rub,

You will be required to change your password when you login.

Once you have logged in and changed your password, seek out the Quick Start
Guide(s) on the dashboard page(s) to get started!
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Ricardo Cortes @rcortes

>

‘This mignt be pretty bad, | was reading an article oniine today and it talked about how websites are being hacked more
frequently because of weak passuords. How sure are we that this won't happen to us?

' Ashey Steele @asteele
1 know for sure that my password is srong, but | don't know about anyone efses
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